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RE-DESIGN

Six Dimensions of Trustworthy Al
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ANALYSYS

EU: Al Act & GDRP,
US: Safe, Secure & Trustworthy Al
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@ Robustness & Resilience

Reliable behaviour under
noise, rare events, and

attack.

&) Privacy
Personal data protected
across training and inference.

Accountability

Clear ownership, audit trail
and recourse for decisions.

Q Explainability

Decisions a human can
inspect, follow and
challenge.

Sustainability

Compute, energy and
lifecycle cost kept
proportionate.

9’T-\ Fairness

No systematic disadvantage

across groups or
subpopulations.
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Designed for
correct operation
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Adapt
Sources of Uncertainty

' Data-dependent / Model-dependent \
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Model misspecification, ‘

Noise, fading, interference,

hardware impairments, | | imited data, capacity limits,
sensing errors b Qaining bias, concept drift
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. rec‘ov 0‘ d
@ €rs, and thrives in the fac®

Anticipates . e K/
unknown : : Recovers & maintains
: * service continuity

& A : Adapts & reconfigures
intelligently

@ Reliability

Meets predefined KPIs (outage, latency, error, rate)
under assumed conditions.

Robustness

Tolerates bounded uncertainty with no adaptation,
retraining or policy change.

C Resilience

Absorbs, adapts and restores utility after disruptions
outside the training envelope.
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Recovery latency, not tolerance, decides the outcome after t; X7

Utility function ®(t) against time, one disruptive event, three control policies
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Robustness Resilience 3 f The four resilience phases

. ol ] « Anticipation: spot the precursors and
act before t;.
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- Recoverability: converge to a stable
post-event operating point.
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Nominal action
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policy |
Anticipation Absorption EAdaptation ' Recoverability, @ Retraining sets the clock
o | i3 3 £, Time * R = t, — t; is set by communication

and compute: edge/cloud capacity

must adapt and run the new policy
The tradeoff: the time-critical policy dips deeper but recovers fast; inside the TTI budget.

the service-critical policy protects utility during the event but
recovers slowly. The nominal policy never recovers — it falls
through @, and stays there.

* Full retraining rarely fits: favour
online learning and pre-computed
fallbacks.

N. Khan, A. Abdallah, A. Celik, S. Coleri, A. M. Eltawil, and C. Cavdar, “Towards Resilient and Robust Al-Native Wireless Networks: 5
Techniques and Design Principles for 6G”, IEEE Coms. Surveys. Tuts. (submitted)



Explainable Al serves four different purposes

Explainable Al is not one technique. It is four different jobs, and which
one you need decides what a good explanation looks like.

K Explain to Justify

Defend a decision after the fact to a regulator, an auditor, or the
person it affected.

¢ Explain to Control

Catch faulty reasoning before it acts: verify the model relies on
the right evidence.
EXPLAINABLE Al
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@&, Explain to Discover

Learn something new from the model such that relationships in
the data nobody had noticed.

! ! ! ! _
" = C o . Explain to Improve

Explain to Explain to Explain to Explain to
Justify Control Discover Improve

Use the explanation to debug and refine the model itself, not just
describe it.
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Feature Attribution & Model Compression ® W
Feature Attribution ih. Feature Attribution
L — - Generate human-readable interpretations
g—g « Provide meaningful insights about the model behavior
§_§ - « Provide clear and quantifiable explanations for feature importance

Inpl_xtiFéature

« SHAP (SHapley Additive exPlanations) for feature rankings

Model Compression

Model Compression
« Reduce size and complexity of models while preserving accuracy

« Reduce energy and memory needs for resource-constrained systems
« Reduce control & communication overhead, boost convergence speeds
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Model Simplification and Sensitivity Analysis

Model Simplification @, Model Simplification
 Surrogate models to simplify the perception of the complex ones

« Creates locally faithful representation of original model behavior
« Control trade-off between explanation accuracy and interpretability

* Local Interpretable Model-agnostic Explanations (LIME) and
Decision Tree Linear Regression knOWIEdge distillation

@ Sensitivity Analysis
* Identifying potential outliers and malicious input

« Quantifying the model output’s sensitivity to changes in the
input data

* Resilience against adversarial attacks
Adversarial
Training



Explainable and Robust RRM
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=)
&
o
Machine
Learning Model
Prediction

uonoipaxd
+PPON

XAI Interface

A

Approved Actuations

Data insights/Visualization T

Explainable AI Model

Orchestration/
Control (Actions)

Proposed actuations

XAI Inference

4
Machine Reasoning
(Intelligent Decision)

Importance Score

Feature

Input Feature

—

Decision Tree Linear Regression

—— -

o.n

Training

v

N. Khan, S. Coleri, A. Abdallah, A. Celik, and A. M. Eltawil, “Explainable and Robust Artificial
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Intelligence for Trustworthy Resource Management in 6G Networks”, IEEE ComMag, 2024.
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Case |: DRL-Based RRM in V2X Network

Complexity increases with the size of the state

space cardinality (2K+2)

a

Train/test agent on selected states

T g DRL Agent =pr = i i
% _____ et || £ Network i s « XAl-based state importance ranking
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Train and test data

Vehicular Network

Model simplification [f=7] reduces

Random Allocation
—— Simplified DRL Agent
-@- Original DRL Agent
—fe—- Joint Optimization
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Random Allocation

— Simplified DAL Agent » Average training time by ~49.1%
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N. Khan, A. Abdallah, A. Celik, A. M. Eltawil, and Sinem Coleri,
“Explainable Al-aided Feature Selection and Model Reduction for DRL- 10
based V2X Resource Allocation," IEEE TCOM, 2025.



Case |: DRL-Based RRM in V2X Network

Conformity check via Deep-KNN
---------- > Sweeping of Fully Connected

“Beam [ : Predicted .. :
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[ Colye _ et Beam data
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* Data flow for ﬁ
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@ v" Deep-kNN assigns low credibility
(<0.5) to outliers, indicating a lack of
support from the training data
N. Khan, A. Abdallah, A. Celik, A. M. Eltawil, and S. Coleri, “Digital Twin-Assisted .

Explainable Al for Robust Beam Prediction in mmWave MIMO Systems”, |IEEE TWC, 2026.
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